CEFARTMEMT &F THE TREASURY
INTFRMAL REVEMWE SERYICE
WasHINGTON. O C. *0eFd

APR 1 2 200t

MEMORANDUM FOR TREASURY INSFECTOR GENERAL FOR TAX
ADMINISIRATION

FROM.

SUBJECT Respense o Draft Audit Report: Emplayee’s Extensive
Ferscnal Lse of 1he Internet Should Be Controlled

Altached s the IS managemeant response for the above stated draft audit repon.
Ineluded with the respanse is a copy of the memorandum signed by Boh Wenzel

an Novembar 8. 2000

The managament response ta your iindings and recemrmendalicns regarding Lhe
Internal Revenue Service {IRS) policy on employes use of the Intermel was nat
onginally submitted with the above mentioned memorandum.

If you have any queshons regarding this management response. please feel free
te contact me or a member of your s1aff rmay call Diane B. Robinsan, Actling
iMhce Manager Pragram Owersight and Coordinalion, st {202) Z83-4125.

Attachment



Attachmant

Management Response to Draft Audit Report — Employeas’ Extensive
Perscnal Usa of the Internet Should Be Contrallad (Audit Mo, 200020030)

RECOMMENDATION #1
The Chief Information Officer (C10) should continue using the Internet bigcking
software and ensure the timely annual procuremant of the software licensing

agreement to receive timely updates Lo the blocking criteria starting with the year
2001

ASSESSMENT OF CALSE

When the audit was conducted, |IRS was using a blocking software package:

howewer, the subscription service was nat renewed in a timely manner. That

raused tha IRE to miss sorme updates and that could have allowed sites to be
accassed thar would have olherwise been blacked.

CORRECTIVE ACTION

The CIO agrees wilh this recommendatian and has renewed the Intemnel blocking
saftware for Fiscal Year 2001,

IMPLEMENTATION DATE

Completed: October 2000

RESPONSIBELE OFFICIAL

Chief Infermation Technology Serices
Depuly Chiet Infarmalion Technology Services

Cirector, Telacommunications

MONITORING PLAN FOR CORREGTIVE ACTICH #1
Mot Applicable



Attachment

Managemant Response to Draft Audit Report — Employees’ Extensive
Personal Use of the Internat Should Be Controllad {Audit Na. 200020030)

RECOMMENDATION #1
e Chief Infermation Officer (C10) should continue using the Inlernet blocking
sottware and ensure the timely annual procurament of the software licensing

agraement to receive tmely updates to the blocking criteria starting with the year
200

ASSESSMENT OF CAUSE

When the audit was conducted, IRS was using a blacking software package;
however, the subscription service was not renewerd in a timely manner. That
caused the IRS to miss same updales and that could have allowed sites ko be
accessed Lhat would have otherwize been blocked.

CORRECTIVE ACTION

The CIC agrees with this recommendation and has renewed Lhe Internet blocking
software for Fiscal Yaar 2001,

IMPLEMENTATION DATE

Completed: Octobar 2000

RESPCONSIBLE QFFICIAL

Chief Information Technology Services
Dreputy Chief Information Technalogy Services

Director, Telecommunications

MONITORING PLAN FOR CORRECTIVE ACTHON #1
Mot ApplicatHe



Attachmant

Management Response to Draft Audit Report — Employeas' Extenziva
Persanal Uso of tha Internet Should Ba Controlled {Audit No. Z200020030)

RECOMMENDATION #2

The CIO should mandate that Internet-related activity logs from the IRS Frewall
and proxy servers are ratained and periadically reviewed to identify inappropriate
FELSEEas,

ASSESSMENT OF CAUSE

Review of activity logs to determing employee use of the Internet was not in
place during the period becausa of need to comply with a related Unfair Labor
Praclice {LILP) settlement. Furthermore, even if the ULP ware not in place, it
wiould be extremely difficult to review the Ipgs for this purpese. The firewall and
proxy servers generate log files that can be compiled and searched to determine
which sites were visited and comelate thal o a spacific Internet Frotocal (1P
address. Most of the Service uses Dynamic Host Configuration Protocal (DHCF}
te assign IP addresses so each workslation is generally assigned an access
upon use. The DHCP logs cannot tell what amployee used a given P address
during an Internet session without a cumbersome process to mateh log an lime
with passwords,

The ClCr agrees that monitaring of employes use of the Intemet is 3 by-product
of the recently negotiated IRS Internet Policy, However, the IRS i still
considering which strategies will be used for this activity and subsequently, what
rale aclivity logs will play.

CORRECTIVE ACTION

The Office of Security is leamed with Telecommunications and TIGTA's Strategic
Enforcement Division in the Ingidenl Response Center. Guidelines are currently
being established for accountability, roles, and responsibilities. This includes

actians that result when incidents ooouer during rouline maonitoring of intrusion
detection systems or firewalls,

IMPLEMENTATICN DATES
Proposad: November 1, 2001
RESPONSIBLE DFFICIAL

Chief Infermation Technology Services
birector Office of Security

MONITORING PLAM FOR CORRECTIVE ACTIONS
Nl Applicable



Attachment

Management Response to Draft Audit Report — Employees’ Extensive
Personal Usa of the Internat Should Be Controllad {Audit Na, 200020030)

RECOMMEMDATIOMN #3

The GO should augment the vendor's blocking critéria list with known
inappropriate sites identfied during monrtoring efforts or from referrals, Based
an our review, gxternal streaming video web sites should be blockad from
employes access unlil the IRS Telecammunications Branch can fully evaluate ils
impacl on bandwidth and ensure its use will not hinder other busingss
telecomimunications traffic.

ASSESSMENT OF CAUSE

The IRS uses a blocking software preduct to restrict access to sites containing
materials not desmed appropriate for business use of the Intemet. The software
is updated weehkly. Additionally, the 15 staff has not conductad any specific
madeling ar projections to assess the impact of ahy expanded use of the Internet
nen-business purpases to support taking action to allow such use by employees.

CORRECTIVE ACTIONS

3a. The FE organization will assess other products that might offer more opticons
to blpcking sites than are curmently available in the WabMot software. 15 will
implemant such products upon review and approval of |15 executive
rranagemeanl.

3h, The |5 crganization will assess products and taols o block vides and audic
slreaming capabilities to the intemel. 1S will implement such products upan
review and approval of 13 executive management. Cnce blocked, the
reactivation of video or audio streammg will only be done as 3 result of
documentad business needs approved in the IRS Strategic Plan process.

IMPLEMENTATION DATES

3a. Proposed: lune 2001
ib. Proposed: May 2001

RESPCNSIBELE OFFICIAL

Chief Infarmalion Technology Services
Daputy Chigf Information Technology Services
Director, Tetecommunications

MONMITQRING PLAN FOR CORRECTIVE ACTIONS
Ja; Mot Applicable
Jb: Mot Applicable



Attachment

Management Response to Draft Audit Report — Employees” Extensive
Personal Use of the Internet Should Be Controllad {Audit No. 200020030)

RECOMMENDATION #4

The CI should considar lhe impact on RS resaurces priar 1o deciding Lo
implermeant a “limitad personal use” Internet policy.

ASSESSMENT OF CAUSE

When [nlernet access was introduced on the end user workstation, thers was
little demand for bandwidth. As uses have grown far conducting training, service
ordering, and cther applications, 0 has the need for available bandwidth,

CORRECTIVE ACTIONS

4a. The CIQ will perform appropriste traffic analysis relative to expanding Internet
access for perscnal use before any recommendation is made whether or not
tz change the IRS Internet policy o allow lor nen-business use.

4b. The CIO will pedorm appropriate cost eslimates relative 1o expanding
Internet access for personal use before any recommendation is made
whether ar nol t change the IRS Imternel policy o allow for not-business
Lse,

4. The ClO will recommend a palicy on non-business use of the Internat.
4d. Implemeant IRS policy changes oh han-business use of the Internet,
IMPLEMENTATION DATES

4a. Proposed, July 1, 2001

db. Proposed. September 1, 2001
4, Proposed: October 1, 2001
4d. Proposed: Nowvember 1, 2001

RESPONSIBLE OFFICIAL

Chief Information Technology Services
Deputy Chief Information Technology Services
Dhirectar, Telkesmmunicabions

MONITORING PLAN FOR CORRECTIVE ACTIONS

da: Mat Applicable

4b Mot Applicabls

4 Secure Commissioners signature on policy on non-business use of Internet
4d. Oissermninate policy to all IRS amployees



